PRIVACY POLICY

1. Introduction

This Privacy Policy is an overview of how we collect,
use, and process your personal data when you use our
Site. Please read carefully through this policy to
understand our views and practices regarding your
personal information and how we will treat it. This
Privacy Policy depicts your privacy rights in terms of
gathering, use, storing, sharing, and protecting your
personal data. You agree to this Privacy Policy by
registering, accessing, or using our services, solutions,
features, and technologies.

We are responsible for maintaining and protecting the
Personal Information under our control. We have
designated an individual or individuals who is/are
responsible for compliance with our privacy policy.

2. Responsibilities

You should be aware that by providing you with our
services we can act as a data processor and you act as a
data controller in the meaning given by General Data
Protection Regulation (GDPR). We process your data only
to provide you and your Clients with our services and only
on documented instructions from you.

You, as a data controller, shall comply with all applicable
data protection laws, rules and regulations. You should
check if your privacy policy duly discloses your data
practices, including using third-party service providers for
detection and prevention of fraud.

You warrant that when you act as data controller you
obtain prior consent from your Clients to collect, use and
process their personal data by us, including consent to
transfer personal data to the third countries. If you
disclose personal data without your Client’s proper
consent, you are responsible for that unauthorized
disclosure.

As a data controller, to the extent that you process Client’s
personal data, you may be required under privacy laws to
honor requests for data access, portability, correction,
deletion, and objections to processing. In case data subject
directly contact us with a request to exercise his individual
rights under GDPR or with another claim on data
protection, we will direct such data subject to you as data
controller. Nevertheless, we will assist you by providing all
necessary information or by other means envisaged by
applicable law.

When we collect personal data of merchant’s officers, we
act as data controller, therefore we are subject to
controller’s rights and obligations under applicable data
protection laws.

3. Identifying Purposes

We collect, use and disclose Personal Information to
provide you with the services you have requested and
to offer you additional services we believe you might
be interested in. The purposes for which we collect
Personal Information will be identified before or at the
time we collect the information. In certain
circumstances, the purposes for which information is
collected may be clear, and consent may be implied,
such as where your name, address and payment
information is provided as part of the order process.

3. Consent

Knowledge and consent are required for the collection,
use or disclosure of Personal Information except where
required or permitted by law. Providing us with your
Personal Information is always your choice. However,

your decision not to provide certain information may
limit our ability to provide you with our products or
services. We will not require you to consent to the
collection, use, or disclosure of information as a
condition to the supply of a service, except as required
to be able to supply the product or service.

4. How we collect data
We will collect and process the following data about
you:

e (Contact and personal information including
your name, address, phone number, e-mail,
etc. (used to maintain permanent
communication with you, to send you legal and
information notices);

e Account information including IBAN and
account name, transactional data, account
details and transaction history, date of the
transaction, time, amount, currency, location,
name/IP address of sender and receiver, data
about beneficiary and other details about the
parties involved;

e Financial information including your full bank
account number and/or credit card number
(used for payments to you, if any);

e Video and audio records of video calls for
identification. This information we may
process for the purpose of conclusion of the
agreement or for performance of measures at
your request prior to the conclusion of the
agreements, etc.;

e Exhaustive personal information including
your date of birth or national ID number, etc.
(used for bank and AML compliance purposes).

When you visit our website or use our services, we also
gather information provided by your computer, mobile
phone, or other viewports. This info includes data
about pages you visit, your IP-address, device
information, type of operating system, your location,
web and mobile network data, and some other minor
details. Note that we also gather information about
your activities with the site or service and keep track
of your issued transactions.

Please pay attention to the fact that we may also
acquire information related to you provided by third
parties such as credit agencies and services for person
verification. We collect only that information that is
necessary for the purpose of providing the services to
you.

We collect your data and activities with the system in
order to safeguard you from scam, fraud, and misuse
of any private data you might share.

5. How we use data
We use your information:

e to ensure maximum user experience;

e to process transactions and issue relevant
notifications in the most comprehensive
manner;

e to comply with any applicable legal and/or
regulatory requirements;
for internal record keeping;

e to notify you about changes to our Services;
to settle disputes, levy charges, and resolve
occurring problems;



e to prevent clients from becoming a subject to
illegal activities and potential fraud,;
e to contact you in case of emergency via one of
the means available;
e to provide you with information about other
similar goods and services we offer;
e to make sure information you provide is
accurate, in case discrepancies occur.
You should be aware that the processing of your
personal data is necessary for the performance of a
contract with us to which you are the party and this
ground shall be considered as a lawful basis for
processing of your personal data by us within the
meaning given by General Data Protection Regulation
(GDPR).
You acknowledge and agree that your personal data
may be transferred to any countries when it is
necessary for the conclusion or performance of a
contract concluded in your interest between us and
another legal person.
Please note that in most cases, if you do not provide
the requested information, we will not be able to
provide the requested service to you, e.g. our support
cannot reach you in case of emergency without
collecting your e-mail address or phone number.

6. How we protect data
We take the safeguarding of your information very
seriously, and takes a number of steps to ensure it
stays secure. Your data is protected by the means of
physical, technical, and administrative resources to
lower the risks of loss, misusage, unauthorized entry,
disclosure, or alteration by a third party. To keep your
data safe, we apply firewall and data encryption
protection and physical authorization control system,
just to name a few. As we are PCI DSS certified, we
maintain all required technology, methods and
business processes to protect cardholder data, and also
use such technology and methods as regards the
security of your personal data.
We warrant and represent that:

e We update and patch our servers in a timely

manner;
e  We will not claim ownership of the Data;
We will not disclose your identifying
information to other wusers or other

unauthorized third parties;

e We will use your data only as described in this
Privacy Policy and will maintain appropriate
administrative, technical and organizational
measures to protect personal data;

e We will notify you promptly of any suspected
or actual breach of the security of your data;

e We will assist you in ensuring compliance with
your duties under GDPR;

e We impose on our sub-contractors the same
data protection obligations as set out in the
contract with you;

e We will notify you of any personal data
breaches (including any unauthorized or
accidental access) without undue delay after
becoming aware of a personal data breach.

We immediately inform you if, in our opinion, you
infringe GDPR protection provisions. You shall ensure
the security of data you transfer to us. You assume full
liability for failures to meet the GDPR in cases when
it envisaged by this Privacy Policy or GDPR.

7. How we share data

To ensure the payment process runs smoothly, some of
your data may be shared with a company or entity you
cooperate with. Your registration date, number of

payments you have issued/received via us, information
whether you have an authorized control over a bank
account — all that information might be showed to our
users you work with at the moment. In addition, this
information can be displayed to third parties in case
you let them access your account.

If you transfer to us any personal data of your users,
clients or contractors you shall be obliged to obtain
prior consent for the collection, retention, use and
processing of data by you and for transferring it to us.

8. How long we keep data

After the termination of the agreement between us and
you, you may request deletion of your Data. We are
able to delete your Data or information within ninety
days. Please be aware that applicable law may prevent
us from returning or destroying all or part of the
personal data or require storage of the personal data
for some period. In which case we will protect the
confidentiality of the personal data and will not
actively process the personal data anymore.

9. Your rights
When we act as data controller, you have the following
rights for personal data that we have about you.

e Right to erase or delete all or some of your
personal data. Nevertheless, we may be legally
obliged to store your data longer for purpose of
compliance with the rules, taxation and
accounting purposes as envisaged by
applicable law.

e Right to change, update or fix your data in
certain cases, particularly if it’s inaccurate.
You can ask us to stop using all or some of your
personal data or to limit our use of it.

e Right to obtain a copy of your personal data we
retain about you.

Please contact us using the contact information below
to make the request or ask us about your rights.

10. Transfer of your data

For purpose of the provision of the services to you and
your Clients, we can engage the third-party service
providers to any countries. In such case personal data
may be transferred outside the EU, including to the
United States. Data protection law of third countries
may be different data protection laws and not
guarantee adequate level of security. However, we will
take all necessary measures to ensure that any such
transfers comply with applicable data protection laws
and that personal data remains protected. When you
act as data controller you shall inform your Clients
about risks of such transfers and obtain their consent
for that.

11. Amendments

We can make amendments to this Privacy Policy at any
time by the means of publishing a revised edition on
the website. If any amendments are made, you will be
notified of such changes. The revised version will be in
effect immediately and be noted by updated date to the
end of this Privacy Policy. If you do not agree with any
changes you are entitled to terminate the agreement
with us. By continuing using our services, you accept
the changes.

12. Contact details
If you have any further questions, please feel free to
contact us - info@payments.center

Last updated: 10 December 2021



COOKIE POLICY

1. Introduction

When you visit our website, a small Cookie file might
be placed on your computer or mobile device. We will
analyze data from the Cookies and use it to improve
quality of our services, track your activities, keep your
account safe. By clicking on or navigating the website,
you are agreeing to this Cookie Policy. Cookies help us
provide you with a good experience when you browse
the website, and also allow us to improve it.

2. Definition

A cookie is a small file of letters and numbers that we
store on your browser or the hard drive of your
computer if you agree. Cookies contain information
that is transferred to your computer’s hard drive.

We are using the following cookies:

Session cookies — they help you do not re-enter
information and stay logged in each time you change
web—pages. Session cookies are deleted automatically
after you leave the Site or when you close your
browser.

Persistent cookies — they help us to recognize you each
time you return to our website and remember your
preferences for viewing the site. Such cookies are
stored on your computer until deleted by you or
automatically after its expiration.

Third-party cookies - are the persistent cookies placed
not by us which help to gather browsing activity across
numerous websites and during several sessions. Such
cookies are stored on your computer until deleted by
you or automatically after its expiration.

3. Purposes of the use

We use cookies for the following purposes:
Authentication. When you log in our webiste we use
cookies to remember you so you don’t have login each
time you left the main page and navigate throughout
the website.

Settings. We can use cookies to remember your
settings so you don’t have to change it each time you
log into our website.

Fraud Prevention. With help of cookies we can obtain
information about security of your computer and web
browser used to access to our website and to detect
harmful or illegal use of the services.

Improving the services. We use cookies to understand
how we can make our website and services better.
Cookies help us to know how people reach our website,
detect and gather reporting on bugs, improve
functionality and speed of the website.

Marketing. From time to time we can use cookies to
show you more relevant ads, e.g. to not show the same
ads multiple times or recognize actions across multiple
devices or browsers, etc.

4. Changes

You have the right to delete and disable cookies using
setting of your browser. Also you can use third-party
tools, like browser plug-ins or applications allowing
you to monitor, block or limit third-party cookies, web
pixels and some javascript-based technologies.

5. Contact details
If you have any further questions, please feel free to
contact us - info@payments.center
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